How to Redact Documents

TIv10.5

APPLICABLE TO: @ Administrators @ cTMF
@ Room Managers @ Study Start-Up
. Editors O myTI
(O Readers @ Content Management
\
-‘@: * Administrators must enable the Redaction Action within the User Profile in order for a user to perform these
W steps.

* In order for documents to be redacted, they must first be marked as Containing Restricted Document Content.
This protects the document so non-redacting users cannot see its contents
* See related job aid: How to Mark a Document as Containing Restricted Content

¥ Redaction can be useful for: ¥ These features are available with the
- v" Removing subject identifiers - Tl Viewer selected.
v" Removing Protected Health On
Information (PHI) Cii

1. Login to a room and access the relevant applicatiof ® i iumemen /vsers

using the Navigation grid. P
a & ki =
Sarn-Up eTME QL Revow Commurecation

View by Bedactions . O I 0-00f0(0 selacted)

2. From within the Documents Module, select the
Redactions view from the View by selector.

View Documents By

& 8 0O

Lrwy MY LIty WORRFLOW DOCUMENTY
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3. To view documents awaiting redaction, click the

~ | Not Yet Started folder.
Select a document from the grid.

BB Mot yet Started 1

B8 In Progress

B completed 1 ‘ Note: Documents that are waiting for redaction are indicated by the
blue shield icon.

D Submitted MName Document Id

O A L) Confidentiality A... 208522

4. Open the selected document by clicking Document View below the
grid.

5. Above the document, under More =

) : . @ * v
Actions, click Start redaction.

® My Comment
3 Start Redaction | i

6. Method 1: For OCR-enabled

PERSONAL DATA

documents onIy; Date of Birth July 1, 1950

. . . . Place of Birth Anchorage, AK
First choose the location within the document wherg ciizenship United States of America
you will mask text, then click and drag the cursor v pocrteperi s
over the text to select text for redaction. Telephone $55/123-0807

. PERSONAL DATA
’

~

:@f Documents available for redaction include any Microsoft® z““‘ of ‘:;‘t'," fuly 1, ’95"“
Y/~ . : ace of Bi Anchorage,
Office files and any PDF. Citizenship United States of America
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7. (method 1, cont.)
— Click on the Redact button.
PERSONAL DATA | The selected text will be masked.
Date of Birth -
T 1 [ ]
Citizenship United States of America

8. When done redacting, use the Stop annotation
edition button above the document.

Stop annctation edition

8a. Repeat steps 6 - 8 until all required redaction is
complete.

Press Save to keep any changes made during this redaction session. See
step 11 for finalizing the redaction process.

9. Method 2: For any eligible document;

After clicking the Start Redaction button (see Step 5), select Redact
content using a zone.

Redact content using a zone
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9.(cont.) Drag the square selection tool over the area you wish to mask

Include the following section onlv if the protocol 1s for a clinical trial:

why you are

\
fug puch as ns
|

|
b adverse effects
\

\
the fests that
he njore

\

I‘)K'L‘( Ure s

| and| what is

H " " o

it 10, instead

sHprocedures
and, secondly, a description of process.

10. You can customize the mask color using the Background color button
before

stopping the annotation.

Save your changes when done.
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11. After performing redaction, finalize the editing through the Complete
Redaction button.

BIslabfaalsli Complete Redaction

Choose the appropriate mode:

* .« « | -Stop Redaction maintains changes in a ‘draft’ status — the
' document is still restricted

-Finalize Redaction publishes the document with masked
B Finalize Redaction content and removes restrictions

B Discard Redaction -Discard Redaction undoes any changes, even if the Save
button was used — the document is still restricted

O Stop Redaction

12. A document that was redacted will display a green shield in the
Documents Grid.

1A «  Dr.B-CV 21274
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